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DETAILED ACTION 

1 . Claims 1 -1 3 are pending for consideration. 

Claim Rejections - 35 USC § 102 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1 -1 3 are rejected under 35 U.S.C. 1 02(b) as being anticipated by PSWN 
("Introduction to Encryption Key Management for Public Safety Radio Systems", 2001) 
(hereinafter PSWN). 

Regarding claim 1 , PSWN discloses an encryption key interface system 
comprising: a universal asynchronous receiver transmitter (UART) peripheral for 
communicating with a key variable loader (KVL) through at least one communications 
link (PSWN: See page 5, section 3.2 "Key Distribution" and page 6, first paragraph: 
encryption key is inserted ("filled") into each radio with key variable loader (KVL) which 
must be physically connected to each subscriber unit); a driver application associated 
with the UART peripheral for receiving and transmitting commands to the KVL (PSWN: 
See page 5, section 3.2 "Key Distribution" and page 6, first paragraph); and wherein the 
driver application operates to communicate key command information to the KVL 
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without the use of a tinner peripheral (PSWN: See page 5, section 3.2 "Key Distribution" 
and page 6, first paragraph). 

Regarding claim 2, PSWN further discloses comprising: a key management 
application for communication with the driver application for managing the key 
management information (PSWN: See page 5, section 3.2 "Key Distribution", page 6, 
first paragraph and page 9, second and third paragraph ). 

Regarding claim 3, PSWN further discloses comprising: a general purpose input 
output (GPIO) peripheral for communicating with the KVL to detect when the KVL is 
connected with the interface (PSWN: See page 5, section 3.2 "Key Distribution" and 
page 6, first paragraph). 

Regarding claim 4, PSWN further discloses comprising: a KVL detection 
application for managing operation of the GPIO peripheral (PSWN: page 9, second and 
third paragraph). 

Regarding claim 5, PSWN further discloses wherein the UART peripheral and the 
GPIO peripheral communicate with the KVL over separate data links (PSWN: See page 
5, section 3.2 "Key Distribution", page 6, first paragraph and page 9, second and third 
paragraph). 

Regarding claim 6, PSWN discloses an encryption key interface incorporated 
within an electronic device for communicating with a key variable loader (KVL) 
comprising: a universal asynchronous receiver transmitter (UART) peripheral for 
transmitting and receiving key commands from the KVL (PSWN: See page 5, section 
3.2 "Key Distribution", page 6, first paragraph and page 9, second and third paragraph); 
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a KVL driver application for communicating command information to the UART 
peripheral; a KVL management application operating with the KVL driver application for 
interpreting key command data from the KVL (PSWN: See page 5, section 3.2 "Key 
Distribution" and page 6, first paragraph); and wherein the KVL driver operates without 
a timer peripheral enabling the UART peripheral to utilize parity error information to 
validate communication with the KVL (PSWN: See page 5, section 3.2 "Key 
Distribution", page 6, first paragraph and page 9, second and third paragraph). 

Regarding claim 7, PSWN further discloses comprising: a general purpose input 
output peripheral operating with a KVL detection application for detecting when a KVL is 
initiating communication with the electronic device (PSWN: See page 5, section 3.2 
"Key Distribution" and page 6, first paragraph). 

Regarding claim 8, PSWN further discloses wherein the UART peripheral and 
GPIO peripheral communicate with the KVL over separate communications links 
(PSWN: See page 5, section 3.2 "Key Distribution" and page 6, first paragraph). 

Regarding claim 9, PSWN discloses a method for using an encryption key 
interface for communicating key encryption information from a variable key loader (KVL) 
to an electronic device comprising the steps of: detecting a first detection signal at a 
universal asynchronous receiver transmitter (UART) within the electronic device 
(PSWN: See page 5, section 3.2 "Key Distribution", page 6, first paragraph and page 9, 
second and third paragraph); transmitting data from the KVL to the UART (PSWN: See 
page 5, section 3.2 "Key Distribution" and page 6, first paragraph); transmitting a 
second detection signal from the UART to a KVL application when the UART detects a 
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receive data byte (PSWN: See page 5, section 3.2 "Key Distribution" and page 6, first 
paragraph); transmitting a third detection signal from the UART to the KVL application 
indicating all data has been received (PSWN: See page 5, section 3.2 "Key Distribution" 
and page 6, first paragraph); and transmitting a fourth detection signal from the UART to 
a KVL link layer application for sending subsequent data until all data has been 
transmitted by the UART (PSWN: See page 5, section 3.2 "Key Distribution", page 6, 
first paragraph and page 9, second and third paragraph). 

Regarding claim 10, PSWN further discloses wherein the first detection signal is 
a break detect indicating a unique KVL signature (PSWN: See page 5, section 3.2 "Key 
Distribution" and page 6, first paragraph). 

Regarding claim 1 1 , PSWN further discloses wherein the second detection signal 
is a receive data interrupt command indicating to the UART that data has been 
transmitted from the KVL (PSWN: See page 5, section 3.2 "Key Distribution"). 

Regarding claim 12, PSWN further discloses wherein the third detection signal is 
idle pattern detect indicating a predetermined number of idle byte times have been 
received by the UART (PSWN: See page 5, section 3.2 "Key Distribution" and page 6, 
first paragraph). 

Regarding claim 13, PSWN further discloses wherein the fourth detection signal 
is idle pattern detect indicating to continue transmitting another byte in the response 
message (PSWN: See page 5, section 3.2 "Key Distribution", page 6, first paragraph 
and page 9, second and third paragraph). 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRANG DOAN whose telephone number is (571)272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Trang Doan/ 
Examiner, Art Unit 2131 
/Ayaz R. Sheikh/ 

Supervisory Patent Examiner, Art Unit 2131 



